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Introduction

Introduction

ARP proxy can be used when RTU's IP addresses behind different RipEX units are for any reason
within the same IP subnet, typically they do not have routing capabilities.

VLAN feature is typically used when you need to split the network into several logical parts. E.g. to
distinguish between management and payload (user data) traffic or among different applications traffic
(e.g. various RTU technologies).

Both features can be combined to provide the necessary functionality.

See the following chapters for a detailed description.
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Transparent LAN (ARP Proxy)

1. Transparent LAN (ARP Proxy)

Even though RipEX works as a standard IP router, RipEX can interconnect equal IP subnets behind
different RipEX units without defining default gateways. It can be done with the ARP proxy feature.

RipEX can reply to any ARP request to mimic it has this particular IP address (RipEX can reply to more
ARP requests). This feature is typically used when RTU's IP addresses behind different RipEX units
are within the same IP subnet and the RTUs do not provide routing capabilities.

Note

See the RipEX manual, Chapter 2.3 Router mode” for configuration examples without ARP
proxy usage.

Radio link
Router mode
Radio IP: r’ﬂ Bﬂ Radio IP:
10.10.10.2 10.10.10.4
ETH IP: ETH IP:
192.168.1.251/24 192.168.1.252/24
u RTU u RTU
RTU Master RTU Slave
IP: 19.168.1.1/24 IP: 19.168.1.2/24
(no gateway) (no gateway)

Fig. 1.1: Basic ARP proxy usage

In this diagram RTUs do not have routing capabilities (i.e. RTU expects its counterpart is within the
same physical Ethernet LAN). If the RTU Master starts to communicate with RTU Slave, it requests
the RTU Slave's MAC address. The RTU Slave is a member of the same physical LAN so the RTU
Slave does not reply. However, when RipEX (radio IP 10.10.10.2) has ARP proxy enabled, it replies
to this ARP request.

So with the ARP proxy functionality, local RipEX can mimic any IP address and reply to ARP requests.
In our case, the RTU Master would consider the RipEX MAC address as the Slave MAC address. And
with the appropriate routing rules in RipEX units, we can achieve the needed interconnectivity. We do
not need to set anything on the connected RTUs — no gateway, no routing rules.

0 Note

» RipEX does not transmit broadcast packets via the radio link with the ARP proxy feature.

Important

Be very careful when using this feature, ARP proxy can disable all the traffic on the LAN!

You can combine the ARP proxy feature with a TCP proxy and Terminal Servers. See
the respective help in the RipEX web interface for details.

! http://www.racom.eu/eng/products/m/ripex/ripex-detail.html#router_mode
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Transparent VLAN

2. Transparent VLAN

The VLAN tag (802.1Q protocol) is a 4B field in the Ethernet frame. It is inserted between the MAC
address and EtherType/Length fields of the original frame.

The VLAN packet is defined by two main parameters:

VLAN tag — VLAN Identifier (VID) is also called “VLAN number”. It is 12 bits
long so we can have up to 4096 VLANs (0x0000 and OxFFF values
are reserved).

Priority Code Point (PCP) — a 3bit field which refers to the IEEE 802.1p priority. It indicates
the frame priority level. Possible values are from 0 (best effort) to
7 (highest priority); 1 represents the lowest priority. These values
can be used to prioritize different traffic classes (voice, data, ...).

See the following example:

Radio IP: ﬁﬂ Radio link Bﬂ Radio IP:
10.10.10.2 adio fin 10.10.10.3/24
Router mode

ETH IP: Untagged Data '
192.168.1.251/24 ;
ETH IP: IP: 192.168.1.2/24

192.168.4.1/24 (Gateway defined)

Tagged Data &

Untagged Data RTU 1
Untagged Data
Bﬂ Radio IP:
- 10.10.10.4
Management Aplication
IP: 192.168.3.251/24
IP: 192.168.2.2/24
ETH IP: (Gateway defined)

192.168.4.1/24
Untagged Data u RTU 2

Tagged Data i

FEP #1 FEP #2
IP: 192.168.1.1/24 o IP: 192.168.2.1/24
(Gateway defined) (Gateway defined)

Fig. 2.1: VLAN diagram

As you can see in Fig. 2.1, “VLAN diagram”, we have individual VLANs for Management and two distinct
technologies, each with its own IP subnet.

Note

0 You can combine the VLAN feature with a TCP proxy and Terminal Servers. See the re-
spective help in the RipEX web interface for details.
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Configuration Examples

3. Configuration Examples

In this chapter, we will go through several examples in order to explain ARP proxy and VLAN features
in practice. All examples will have the same hardware configuration and we will alter the software settings
only (ARP proxy, VLAN tagging, routing, ...). Regular PCs will be used instead of RTUs.

Please follow the examples one by one to fully understand the configuration differences and benefits
of various solutions.

3.1. No ARP Proxy and No VLAN

We will begin with a basic configuration example without using ARP proxy or VLANs. See the following
diagram:

Radio link
Router mode

Radio IP: m Bﬂ Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24

. RipEX A . RipEX B

ETHIP: ETH IP:

192.168.2.251/24 192.168.2.252/24

Untagged Untagged
Data Data
PC #1 PC #2
192.168.2.1/24 192.168.2.2/24
GW: 192.168.2.251 GW: 192.168.2.252

Fig. 3.1: Basic configuration diagram

This example does not reflect the common configuration, because the computers share the same IP
subnet, but behind different RipEX units in the Router mode. Usually the RipEX units would connect
different IP subnets. This can easily be done with ARP proxy, but in this example, we can configure it
with special routing rules.

Note

Do not connect the PCs via X5 converter, but use the Ethernet interface. You can use the
X5 converter just for configuration steps, not the connectivity tests.

3.1.1. RipEX Configuration

To access the first RipEX unit, go to the Settings and name it RipEX A. Set the following IP addresses:

» Radio IP address: 10.10.10.2, mask 255.255.255.0
» Ethernet IP address: 192.168.2.251, mask 255.255.255.0

On the second unit, set the name to RipEX B and configure it with the appropriate IP addresses:

* Radio IP address: 10.10.10.4, mask 255.255.255.0
* Ethernet IP address: 192.168.2.252, mask 255.255.255.0

8 RipEX ARP Proxy & VLAN — © RACOM s.r.o.



Configuration Examples

See the RipEX A settings on the following screen-shot.

n i p E X Radio modem & Router Q RACCONMN

Status Values from: RIpEX A ?
Wizards
Settings Device ’
Routing Unit name Time |Manual Alarm management | Default Neighbours&Statistics | Default
. N = Operating mode | Router SNmp | Off Power management | Always On Graphs Default
Diagnostic )
Hot Standby off Firewall |Off
Neighbours
4 )
Statistic Radio ? ETH ? COM's ?
com 1 COM 2
Graphs P 10.10.10.2 P 192.166.2.251 Type RS232 * |RS23z2 ~
Ping Mask 255.255.255.0 Mask 255.256.255.0 Baud rate [bps] 18200 -~ | 19200 -
o 430000 Defautt GW 0.0.0.0 i 8 8
e — = TX frequency g o Data bits - =
* RX frequency 436.525.000 DHCP Off Parity Mane | [None -
7 : Off
Maintenance * Channed spacing [kHz] | 25.0 = Shaping Stop bits 1 = (1 -
= Modulation rate [kbps] | 41.67 | 4DQPS Speed Ao = Idle [bytes] 5 5
off
RF power [W] 05 - Modbus TCP MRU [bytes] 1600 600
Terminal servers Off
" FEC off i Flow control Naone ¥ |MNone ind
o TCP proxy off = =
- R - one one
Optimization VLAN & Subnets off Protocol
= Encryption Off
" MTU [bytes] 1500
oy

Fig. 3.2: RipEX A settings

Do not forget to set the same TX/RX frequencies, Channel spacing, Modulation rate and other para-
meters on both RipEX units. Do not enable ARP proxy or VLAN.

The next step is to set Routing (see the Routing menu). Configure RipEX A with these routing rules:

» Destination: 192.168.2.252/32, Mask: 255.255.255.255, Gateway 10.10.10.4
+ Destination: 192.168.2.2/32, Mask: 255.255.255.255, Gateway 10.10.10.4

RipEX B will have very similar routes:

» Destination: 192.168.2.251/32, Mask: 255.255.255.255, Gateway 10.10.10.2
» Destination: 192.168.2.1/32, Mask: 255.255.255.255, Gateway 10.10.10.2

Do not forget to activate both routes. You can also add a note to each route. See the RipEX A Routing
example:

© RACOM s.r.o. — RipEX ARP Proxy & VLAN 9
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RIPEX

Radio modem & Router

™ RACOM

Status Values from: RIpEX A ?
Wizards
Settings Interfaces ?
Routing Radio MAC IP[10.10.10.2 Mask | 255.255.255.0
i i ETH MAC IP|192.168.2.251 Mask | 255.255.255.0
Diagnostic
Neighbours Routes [}
T Destination Mask Gateway Backup Note Active Modify
192.168.2.252/32 255.255.255.255 10.10.10.4 off RipEX C - ETH v ~ Delete Add
Graphs 192.168.2.2/32 255.255.255.255 10.10.10.4 off PC#2 v| * DekteAdd
Ping fd
Monitoring Backup paths ?
Maintenance Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note Modify
Add
Legend Good Failure Unknown Currently used
Route for IP: [Fina ] [ Check routing

Fig. 3.3: RipEX A Routing

3.1.2. Computer Configuration
When we have successfully configured both RipEX units, we can proceed with computers settings.

+ PC#1: IP address: 192.168.2.1, Mask: 255.255.255.0, Default Gateway: 192.168.2.251
* PC #2: IP address: 192.168.2.2, Mask: 255.255.255.0, Default Gateway: 192.168.2.252

Note
If you do not know how to configure these computers, see the RipEX manual, http://www.ra-
com.eu/eng/products/m/ripex/bench-test.html#connect-PC.

In the common configuration with two different IP subnets behind our RipEX units, we would not need
any further action to get the end-point connectivity. In this example, we must add two routes on both
computers.

To add routing rules in Windows, you need to execute Windows Command Processor (cmd). Click
on the Start button and then type Command Prompt or cmd in the Start Search field. Select the
Command Prompt icon.

After the Command Prompt window appears, type the following commands on PC #1:

* route add 192.168.2.252 mask 255.255.255.255 192.168.2.251
* route add 192.168.2.2 mask 255.255.255.255 192.168.2.251

You also need to add similar routing rules on PC #2:

* route add 192.168.2.251 mask 255.255.255.255 192.168.2.252
* route add 192.168.2.1 mask 255.255.255.255 192.168.2.252

10 RipEX ARP Proxy & VLAN —© RACOM s.r.o.
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Configuration Examples

Note

You need Admin privileges to add a route in Windows 7.

Programs (1)

mfcmd

Files (4 File description: Windows Cemmand Processor
5 va Company: Microsoft Corporation

| File version: 6.1.7601.17514

k| Uk Date created: 1/7/2013 10:59 AM

R Size: 295 KB

|3

i

| Thai

| Swedish
2| Suomi
2| Srpski
4k | Spanish
#| Slovensky
2 | Slovenian
# | Serbian

4 | Russian

# | Romanian

- See more results

| cmd| % |

| Shut down | » |

Fig. 3.4: Command Prompt

3.1.3. Test the Connectivity

Check the connectivity by executing a ping command, which is also executed from the Command
prompt. Type "ping 192.168.2.1" or “ping 192.168.2.251” if you are executing the ping from the PC #1
and check the results. You can also try the other direction, just switch IP addresses. See the following

example:

——— 8

BN C\Windows\system32iomd.exe

Microsoft Windows [Uerzion 6.1.76811
Copyright <c? 2808? Microsoft Corporation.

C:sUsersnitrping 192.168.2.1

Pinging 1922.168.2.1 with 32 hytes of data:
Reply from 192.168.2.1: bytes=32 time=56ms
Reply from 192.168.2.1: hyte 2 time=6H6ms
Reply from 192.168.2.1: bytes=32 time="Y5mns
Reply from 192.168.2.1: bytes=32 time=57ms

Ping statistics for 192.168.2.1:
Packets: Sent = 4. Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 56ms, Maximum = Y5ms,. Average

Fig. 3.5: Ping results (Basic configuration)

All rights reserved.

TTL=62
TTL=62
TTL=62
TTL=62

= 63ms

© RACOM s.r.o. — RipEX ARP Proxy & VLAN
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Note
If the ping is not successful, try to turn the Windows firewall off. It can block the ping packets.

3.2. ARP Proxy

If we would not have computers as the end-stations, but only simple RTUs, it may happen that routes
and default gateways cannot be configured. In this case, we need to reach the connectivity via the ARP
proxy feature. See the diagram:

Radio link
Router mode
Radio IP: m m Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A i RipEX B
(with ARP proxy) (with ARP proxy)
ETH IP: ETH IP:
192.168.2.251/24 192.168.2.252/24
Untagged Untagged
Data Data
PC #1 PC #2
192.168.2.1/24 192.168.2.2/24
(no gateway) (no gateway)

Fig. 3.6: ARP proxy configuration diagram

3.2.1. RipEX Configuration

On both RipEX units we have almost everything already configured. Just go to the Settings menu and
click on the VLAN & Subnets button.

Turn the feature on, and check the ARP proxy option on both units. Confirm and apply the changes.

VLAN & Subnets ?
VLAN & Subnets
Interface.VLAN ID IPIMASK Priority  Unit Manag. ARP proxy Note Active Modify
ETHO 192.168.2.251/24 v ® Default interface Add Subnet
Add VLAN

Fig. 3.7: Enabling the ARP proxy

You do not need to change the routing rules. Just remember that the ARP proxy feature works for all
destination IP addresses in the RipEX routing table. RipEX will not mimic ARP proxy replies to any
other IP address.

12 RipEX ARP Proxy & VLAN —© RACOM s.r.o.



Configuration Examples

Add routing rules to enable ARP proxy on other IP addresses (e.qg. if wanting to use the ARP proxy for
IP addresses 192.168.2.8-15, add the IP subnet 192.168.2.8/29 into the routing rules).

3.2.2. Computer Configuration

Both computers have the same IP addresses as in the basic configuration example. Just remove the
default gateway.

« PC#1: |P address: 192.168.2.1, Mask: 255.255.255.0
« PC#2: |Paddress: 192.168.2.2, Mask: 255.255.255.0

You need to delete the routing rules we added previously, just go the the Command prompt again and
type in the following commands:

+ PC#1:
o route delete 192.168.2.252 mask 255.255.255.255 192.168.2.251
o route delete 192.168.2.2 mask 255.255.255.255 192.168.2.251

+ PC#2:
o route delete 192.168.2.251 mask 255.255.255.255 192.168.2.252
o route delete 192.168.2.1 mask 255.255.255.255 192.168.2.252

3.2.3. Test the Connectivity

The test is exactly the same as described in Chapter Section 3.1.3, “Test the Connectivity”.

The most important thing to remember with the ARP proxy example is that we did not need to configure
any default gateway or routing rules on the computers (RTUs). Thanks to this, we can even add “simple”
RTUs to our network and we can have the same IP subnets behind different RipEX units.

Tip
; Give careful thought to the network design, because a good design can dramatically reduce
the number of necessary routing rules in the RipEX routing table.

Example 3.1. Routing rules

You have four end stations with IP addresses 192.168.2.1, .2.2, .2.5 and 2.6 and you need two of them
behind RipEX A and two of them behind RipEX B. With 192.168.2.1 and .2.2 behind RipEX A, you will
need to add only one rule in the RipEX B: 192.168.2.4/30 via RipEX A. Otherwise you will need to add
two rules (e.g. with .2.1 and .2.5 IP addresses).

3.3. VLAN

We will explain two similar examples to show the VLAN functionality.

3.3.1. VLAN on “One End”

In this example, we will have a VLAN ID 2 used between RipEX A and PC #1. RipEX management
traffic on the same Ethernet port would be untagged.

Traffic on the radio channel is always untagged.

© RACOM s.r.o. — RipEX ARP Proxy & VLAN 13
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Traffic between RipEX B and PC #2 will be also untagged.

See the following diagram:

Radio link

Router mode
Radio IP: W m Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A : RipEX B
ETH IP: (VLAN) (no VLAN)
192.168.3.251/24
ETH IP:
VLAN IP: 192.168.2.252/24

192.168.2.251/24

Untagged Data Untagged
Data Data
ETH IP \ VLAN IP:
: 192.168.2.1/24
192.168.3.1/24 PC#1 192 ﬁ‘c #222 ”
GW: 192.168.3.251 92.168.2.2/

GW: 192.168.2.252

Fig. 3.8: VLAN configuration diagram

RipEX Configuration

The configuration on RipEX A will be a little more complicated. There will be two subnets, one for VLAN
and one for other traffic. Go to the Settings menu and change the Ethernet IP address to 192.168.3.251.
Then click on the VLAN & Subnets button and add a new VLAN — we will use VLAN ID 2 with an IP
address 192.168.2.251.

VLAN & Subnets 7
VLAN & Subnets On -
Interface VLAN ID IP/MASK Priority Unit Manag. ARP proxy Note Active Modify
ETHO 192.168.3.251/24 v Default interface Add Subnet
192 168.2.251/24 0 v Add Subnet Delete
Add WVLAN

Fig. 3.9: RipEX A — VLAN configuration
On RipEX B, turn the VLAN & Subnets option off.

The routing rules can stay exactly the same as in the previous ARP proxy example on both RipEX
units. If you want to have RipEX A management (ETH) IP subnet reachable from RipEX B, you can
add this routing rule: 192.168.3.0/24 via 10.10.10.2. But this is not necessary for the end-station con-
nectivity.

14 RipEX ARP Proxy & VLAN —© RACOM s.r.o.
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Computer Configuration
PC #2 IP configuration is the same:

e |P address: 192.168.2.2
* Subnet Mask: 255.255.255.0
* Default Gateway: 192.168.2.252

Setting of PC#1 is not so straightforward. Please set the following parameters:

e |P address: 192.168.3.1
* Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.3.251

As you can see we are connected to RipEX A within the 192.168.3.0/24 management IP subnet. But
we still need to configure the VLAN interface. This step depends very much on the Operating system
(OS) you use. We will describe the necessary steps in Ubuntu 12.04 and will give you a short Windows
7 example too.

Ubuntu 12.04
In the command prompt, run the following commands:

*  modprobe 8021q

+ vconfig add eth0 2

* ip link set eth0.2 up

* ip link set mtu 1496 dev eth0.2

+ ip addr add 192.168.2.1/24 dev eth0.2

The most important command is vconfig, which creates the VLAN interface called eth0.2. We enabled
the interface, decreased the MTU because 4 additional bytes are added to each frame due to the VLAN
tag and of course we assigned the IP address to the interface.

The last two commands create routes so any packet destined to the 192.168.2.2 or 192.168.2.252 is
routed via 192.168.2.251 gateway (RipEX VLAN interface).

Windows 7

There is no tool like vconfig in Windows 7. The VLAN features depend on the network adapter and
driver installed. Please see the respective download sites of your network card to obtain the correct
VLAN enabled driver.

Note
There is also the possibility that your network card will not support VLANs at all.

To see what network card and driver you have, go to START — Control Panel — System and Security
— Device manager — Network Adapters menu. Here you should see your network card. Right click
on it and select the Properties option.

© RACOM s.r.o. — RipEX ARP Proxy & VLAN 15
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Marvell Yukon 83E8040 PCI-E Fast Ethernet Controller — viastnosti 23!

A4 Status | /K Virtual Cable Tester® | Oviadad
Podobnosti |  Prostfedky | Rizeni spotfeby
Dbecné | A Advanced | 4 VLAN | A0 Team

-L-' Marvel Yulon B8E2040 PCI-E Fast Bthemet Controller
=

Bxisting VLANs:

WLAN 2: Marvell Yukon 38EB040 PCI-E Fast Bthemet Contraller

VLAN Properties l Remave Al

A Virtual LAN (WLAN) is a logical group of network devices that |
are able to communicate as if they were part of the same LAN,
regardless of their physical network structure. VLANs provide
benefits such as increased flexibility, scalability, and security.

] »

The Existing VLANs list displays all WVLANs this network
adapter port belongs to. -

[ oK ] [ Stomo

Fig. 3.10: Adding VLANSs in Windows 7

On the example, we added a VLAN 2 interface. See the respective network card manuals for more
details.

If you were successful in adding a new VLAN interface. You should see this interface among other
physical network interfaces. Set the IP address, mask and gateway as usual:

* |P address: 192.168.2.1
* Subnet Mask: 255.255.255.0
» Default Gateway: 192.168.2.251

Now you just need to add routes to the 192.168.2.2 and 192.168.2.252 |IP addresses. Run the Command
prompt and type:

* route add 192.168.2.252 mask 255.255.255.255 192.168.2.251
* route add 192.168.2.2 mask 255.255.255.255 192.168.2.251

Note
You need Admin privileges to add a route in Windows 7.

Test the Connectivity
The test is exactly the same as described in prvious chapters.

You can run the Monitoring feature in RipEX to capture packets on the radio/Ethernet interfaces and
see Ethernet VLAN tags and other valuable information. See the following example:

16 RipEX ARP Proxy & VLAN —© RACOM s.r.o.
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n i p E x Radio modem & Router Q =RACOM

Status
Wizards
Settings Monitoring ?
Routing RADIO [y COM1 COoM2 ETH |w Internal show params
Diagnostic Show time diff. File pariod: | 5 min - File size:| 100 kB -
ST 0x0060: 3233 3435 3637 A
Statistic 14:42:59.642847 [ETH] IP 192.168.2.1 > 192.168.2,2- I(NP Ech id 18967, seq 6, length 64 3
0x0000: 0002 a9bh Obc3 0023 ae02 5ee
Graphs 0x0010: 0800 4500 0054 0000 4000 4001 b555 cOaB
Ping Ox0020: 0201 cOa 0202 0BOO 3f0d 4al7 0006 2BRe
0x0030: 4c51 0000 0000 3a43 0100 0000 0OOO 1011
» Monitoring 0x0040: 1213 1415 1617 1819 1alb 1cld 1elf 2021
0x0050: 2223 2425 2627 2829 2a2b 2c2d 2e2f 3031
Maintenance Dx0060: 3233 3435 3637
14:42:59.674102 [RF:phy:Tx] (96) ‘-l P echo request, length 86
RLhead: 4eal 01ba 736b bbOf ab .10.10.4, [LN:S|A:y[R:-])
DChead: 00 (|F:-|C:-|E:-])
Ox0000: 0800 4500 0054 0000 4000 3f01 bS5 cOas
Ox0010: 0201 cOaB 0202 0BOO 3f0d 4al7 D006 2BRe
Ox0020: 4c51 0000 0000 3a43 0100 0000 0OOOD 1011
0x0030: 1213 1415 1617 1819 1alb 1cld 1elf 2021
0x0040: 2223 2425 2627 2829 2a2b 2c2d 2e2f 3031
0x0050: 3233 3435 3637
14:42:50,736328 [RF:phy:Rx] (2e) I CMP echo reply, length 86 :
RlLhead: 4e34 01bb Ofab ba73 6b (TO-TH-HI= rT0.10.2, |LN:1]A:y|R:-]) =
DChead: 00 (|F:-|C:-|E:-|)
0x0000: ©OB00 4500 0054 0d3d 4000 701 6918 cOad
0x0010: 0202 cODa8 0201 0O00OO 470d 4al7 0006 2BRe i)
Ox0020: 4c51 0000 0000 3a43 0100 0OOO 000D 1011
Ox0030: 1213 1415 1617 1819 1alb 1cld 1elf 2021
0x0040: 2223 2425 2627 2829 2a2b 2c2d 2e2f 3031
0x0050: 3233 3435 3637
14:42:59.738444 [ETH] IP 192.168.2.2 > 192.168. —LP ech id 18967, seq 6, length 64
0x0000: 0023 ael2 Seel 0002 a%b IZlhc3
0x0010: ©OB00 4500 0054 0d3d 4000 7e01 6ald cUad
0x0020: 0202 cDa8 0201 0000 470d 4al17 0006 2BGe 3
0x0030: 4c51 0000 0000 3a43 0100 0000 000D 1011 e
Ox0040: 1213 1415 1617 1819 1alb 1cld 1elf 2021 o
< | cooivsiaavan <>

Fig. 3.11: Monitoring ping packets with VLAN tags

3.3.2. VLAN on “Both Ends”

We can also configure VLANs on both RipEX units so the VLAN (tagged) data will be transmitted via
the Ethernet link between PC #2 and RipEX B too. However, traffic is always untagged on the radio
channel.

See the following diagram:
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Radio link
Router mode
Radio IP: r’ﬂ B’ﬂ Radio IP:
10.10.10.2/24 Untagged Data 10.10.10.4/24
RipEX A RipEX B
ETH IP: (VLAN) ETH IP: p

192.168.3.251/24 192.168.4.251/24

VLAN IP:

VLAN IP: 192.168.2.252/24

192.168.2.251/24

VLAN (tagged)

VLAN (tagged) Dat
ata

Untagged Data Untagged
Data Data
: S VLAN IP: ® VLAN IP:
ETH IP:""pc 4 192.168.2.1/24 ETHIP:— poyp 192.168.2.2124
192.168.3.1/24 192.168.4.2/24
GW: 192.168.3.251 GW: 192.168.4.251

Fig. 3.12: VLAN configuration diagram #2

RipEX Configuration

RipEX A has the same configuration as in the previous example. If you want to test the connectivity of
RipEX ETH interfaces, you need to add this routing rule:

+ Destination: 192.168.4.0/24, Mask: 255.255.255.0, Gateway 10.10.10.4

RipEX B needs several changes. Change the Ethernet IP address to 192.168.4.252 with the mask
255.255.255.0. Now go to the VLAN & Subnets menu, enable the feature and add a new VLAN —we
will use VLAN ID 2 with the IP address 192.168.2.252.

VLAN & Subnets 7
VLAN & Subnets On A
Interface VLAN ID IPIMASK Priority Unit Manag. ARP proxy Note Active Modify
ETHO 1GE 4 757124 v Default interface Add Subnet
192.168.2.252/24 0 v Add Subnet Delete
Add WVLAN
Cancel

Fig. 3.13: RipEX B VLAN configuration

The VLAN ID is the same as used on RipEX A, but we can set any ID when needed.

Note
You can try to enable VLAN on the default interface after you complete this example.

The RipEX B routing table consists of three rules:

» Destination: 192.168.2.251/32, Mask: 255.255.255.255, Gateway 10.10.10.2
» Destination: 192.168.2.1/32, Mask: 255.255.255.255, Gateway 10.10.10.2
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* Destination: 192.168.3.0/24, Mask: 255.255.255.0, Gateway 10.10.10.2

n i p E X Radio modem & Router Q MRACCOMN

Remote Connection Active
Status Values from: RipEX B GEETEN Y 10.10.10.4
Wizards
Settings Interfaces ?
Routing Radia MAC [00:0 IP|10.10.10.4 Mask | 255.255.255.0
R R ETH MAC IP | 192.168.4.252 Mask | 255.255.255.0 VLAN & Subnets ~
Diagnostic =
Neighbours Routes ?
Statistic Destination Mask Gateway Backup MNote Active Medify
192.168.2.251/32 255.255.255.255 10.10.10.2 Off RipEX A - VLAN v ~ Delete Add
Graphs 192.168.2.1/32 255.255.255.255 10.10.10.2 Off PC #1 v * ¥ Delete Add
pi 192.168.3.0/24 255.255.255.0 10.10.10.2 off RipEx A - ETH v  *  Delete Add
ng Delete Add
Add
Meonitoring
. Backup paths ?
Maintenance PP
Alternative paths
Name Peer IP Hysteresis SNMP Trap Gateway Policy Active Note

E §
g

Legend Good Failure Unknown Currently used

Apply Route for IP: [(Find ] [ Check routing

Fig. 3.14: RipEX B Routing table

Computer Configuration

We do not need to change anything on PC #1. PC #2 needs the following changes:

* |P address: 192.168.4.2, mask 255.255.255.0, gateway 192.168.4.252

Now we need to add the VLAN interface with an ID 2. See the procedure in the previous example.
When you have added the VLAN interface, add the following routing rules:

* route add 192.168.2.251 mask 255.255.255.255 192.168.2.252
* route add 192.168.2.1 mask 255.255.255.255 192.168.2.252

Note
You need the admin privileges to add a route in Windows 7.

Test the Connectivity

Follow the steps described in any of previous chapters called “Test the Connectivity”. You should be
able to ping any VLAN or Ethernet IP address from any unit.

3.3.3. Management VLAN

Now you should be experienced enough for the next test. Set another VLAN ID on both computers.
Use the same VLAN ID on ETH.O interface for the RipEX management. You will have a “VLAN only”
network.
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See one of the possible examples:

10.10.10.2/24 |

Radio IP:

VLAN IP:
192.168.2.251/24

VLAN (tagged)
Data

VLAN 3 IP:

192.168.3.1724 T C#1

Fig. 3.15: 15 Management VLAN diagram

Note

Untagged Data

VLAN 2 IP:
192.168.2.1/24

Radio link
Router mode

|3+| Radio IP:
10.10.10.4/24

VLAN IP:
192.168.2.252/24

VLAN (tagged
Data

"VLAN 2 IP:
VLAN 4 |P: 192.168.2.2/24

192.168.4.2/24

PC #2

VLAN 2 is on the same subnet 192.168.2.0/24. VLAN 3 is on the subnet 192.168.3.0/24
and VLAN 4 is on the 192.168.4.0/24 subnet.
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Summary

4. Summary

We have described just a few basic examples of VLAN & ARP proxy usage. Feel free to download the
RipEX User manual from http://www.racom.eu/download/hw/ripex/free/eng/ripex-m-en.pdf or the Ap-
plication notes from http://www.racom.eu/download/hw/ripex/free/eng/ripex-app-en.pdf to conduct further
tests.

Do not hesitate to contact us if you have any questions:

RACOM technical support team

E-mail: <support@racom.eu>
Tel.: +420 565 659 511
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