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Introduction

Introduction

Network Address and Port Translation is a standard tool widely used in IP networks. In the context of
RipEX applications, there are typical scenarios which may benefit from using NAT such as:

« Simplified configuration of remote RTUs -i.e. using the same IP configuration in RTUs with configured
NAT in RipEX units

* Uncomplicated routing rules in case of multiple IP application coexistence within one RipEX network

+ User data routing based on radio network addresses only
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NAT Basic Description

1. NAT Basic Description

Network Address Translation (NAT) implementation in RipEX covers also the extended version: Network
Address and Port Translation (NAPT). This is a technique in which port numbers and private Internet
Protocol (IP) addresses are mapped from multiple internal hosts to one public IP address.

Source NAT (SNAT) changes the source address and/or port of the outgoing connection. The returning
packets are also changed in the same way. Source NAT is performed on packets leaving the device.
It takes place after routing and filtering in the firewall.

Destination NAT (DNAT) changes the destination address and/or port of the incoming connection. The
returning packets are also changed in the same way. Destination NAT is performed on packets entering
the device. It takes place before routing and filtering in the firewall.

Please see more details in RipEX Manual'.

! http://www.racom.eu/eng/products/m/ripex/h-menu.html#nat
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Configuration Example

2. Configuration Example

NTP server
192.168.1.1/24

RipEX 1 |
Radio IP: 101010 lfu ] RipEX 4
RTU (
/ L J Radio IP: 10.1010.4/24 ——H—

’I P
Radio IP: lDlD‘II}.ZSmﬂ - > Rip!l!

P, Radio IP: 1mo.10.zn4
. ETH IP Q
[SCADA CENTER) 192.168.1.254/24 N N

192.168.1.100/24 ] RipEX 5
71t Radio IP: 101010524

icbyirietrory [y Seexs .

Default GW: 192.168.169.169 Radio IP:1010.10.3/24 § 2 ‘7'“” |

Each Remote RipEX default Ethernet IP address

P: 192.168.169.169/24 @
Default GW: 10.10.10.254 [RipEX-Base) —_ | [

Fig. 2.1: NAT topology diagram

The example shows an ideal situation where all RTU’s in network have the same IP address, but
still operate with no issue. All remote RipEX units (all units except one Base station) share almost the
same configuration with default Ethernet IP address. The only differences are the Radio IP addresses
which are also used in NAT configuration.

NAT enables a defined communication to be transformed (changing IP addresses or ports) upon con-
figured filter rules. In this example, we use this feature to:

* Enable Modbus TCP application to run over TCP port 502
Destination NAT

* Enable NTP time synchronization using the Radio IP addresses only (Ethernet IPs not required)
Source NAT

NOTE:

If you need full access via all possible ways, regular routing without NAT must be configured. NAT
enables running of specific applications “only”.
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Configuration Example

Destination NAT example details:

Modbus TCP request:

SRC IP:192.168.1.100

SRC port: dynamic TCP port
DST IP: 10.10.10.2

DST port: TCP/502

RipEX-Base RipEX2
Radio IP: 10.10.10.254/24 Radio IP: 10.10.10.2/24
FEP — —
(SCADA CENTER)
Ethemnet IP

192.168.1.100/24
192.168.1.254/24

Def. Ethemet IP
192.168.169.169/24

Modbus TCP reply:

SRC IP:10.10.10.2 Modbus TCP reply: Modbus TCP request:

SRC port: TCP/502 SRC IP: 192.168.169.170 SRC IP: 192.168.1.100

DST IP: 192.168.1.100 SRC port: TCP/502 SRC port: dynamic TCP port
DST port: dynamic TCP port DST IP: 192.168.1.100 DST IP: 192.168.169.170

DST port: dynamic TCP port DST port: TCP/502

[ =]

192.168.169.170/24
def. GW 192.168.169.169

Fig. 2.2: Destination NAT example details

Destination NAT handles packets received on the Radio interface of remote RipEX units. Once the
packet is received and a filter matches the destination TCP port to be 502 and the destination IP to be
the radio IP of that particular RipEX (10.10.10.2), NAT changes the destination IP address to be the
RTU’s IP address (192.168.169.170).

The RTU replies and RipEX2 makes an opposite transition and changes the source IP address back
to 10.10.10.2. This rule does not need to be defined manually but is working upon a dynamic rule created
internally because of the Destination NAT rule. This is general functionality of any NAT implementation.

NOTE:

If the traffic would be initiated from the RTU instead of initiating the TCP session from SCADA Center,
the Source NAT must have been configured so the SRC IP of this packet is changed to 10.10.10.2 in-
stead of 192.168.169.170.
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Configuration Example

Source NAT example details:

NTP server RipEX 1
192.168.1.1/124 Radio IP: 10.10.10.1/24

o

RTU

RipEX-BASE
Radio IP: 10.10.10.254/24

¢

] 4
0§ <

> RipEX 2
‘I'EH‘ Radio IP: 10.10.10.2/24

S s

RTU
A
[ |
10.10.10.1 = 192.168.1.1 [ |
10.10.10.2 «+—> 192.168.1.1 ]
10.10.10.3 == 192.168.1.1 o v
RipEX 5
Radio IP: 10.10.10.5/24
RTU

Fig. 2.3: Source NAT example details

Source NAT in this example is used for NTP time synchronization of RipEX units. RipEX can be syn-
chronized via NTP and for its NTP requests, it automatically uses Ethernet IP addresses. If, for any
reason, remote RipEX units share the same Ethernet IP address (used in this example), or the network
is ready for only routing the Radio IP addresses, NAT can be used to change the source IP address
(192.168.169.169) to be the Radio IP address (10.10.10.x). Without NAT, the NTP server would reply
to 192.168.169.169 IP which is used in many remote RipEX units and there is no routing configured
for 192.168.169.0/24 network in the NTP server.

© RACOM s.r.0. — RipEX Network Address and Port Translation 9



Configuration Example

2.1. RipEX-Base Configuration

Status Values from: RipEX-Base ?
Wizards
Settings Device ?
Routing Unit name RipEX-Base Time NTP Alarm management | Default Meighbours&Statistics | Default
) = Operating mode | Router = SNMP off Power management |Always On Graphs Default
Routing
Hot Standby off Firewall & NAT |Off WiFi On Management Default
Nomadic mode
VPN Radio ? ETH ? com ?
com1 COMm 2
IPsec - =
= Radio protocol Base driven P 192.168.1.254 Type RS232 ~| |Rsz232 -
GRE Station type Base Mask 255.255.255.0 Baud rate [bps] | 19200 =~ 18200 -
Diagnﬂstic P 10.10.10.254 DHCP Off Data bite g = a -
. Mask 255.255.255.0 Shaping off Parity None ~| |Mone -
Heighbours
= TX frequency D 444 400.000 Speed Auto - Stop bits 1 - 1 -
. ]
Statistic ® RX frequency 444.400.000 Modbus TCP off idle [bytes] 5 5
Graphs = Channel spacing [kHz] | 25.0 - Terminal servers off MRU [bytes] 1800 1800
Modulation rate [kbps] 83.33 | 16DEQAM TCP proxy off Flow control None ~ |Mone -
Pin
g RF power [W] 0.5 e ARP proxy & VLAN | Off Protocaol None Mone
Monitoring = Optimization off -
R i Off
Maintenance = Encryption
QoS Off
= TU [bytes] 1500

Fig. 2.4: RipEX-Base Settings

Parameters:

Unit name RipEX-Base

Operating mode Router

Time NTP

Radio protocol Base driven

Station type Base

Radio IP/Mask 10.10.10.254/255.255.255.0
ETH IP/Mask 192.168.1.254/255.255.255.0

The network is configured using Base driven Radio protocol due to its easier configuration and TCP
optimization. Set the Unit name, select the Router mode and configure correct IP addresses.

Open the Radio protocol menu and configure the protocol details.

10 RipEX Network Address and Port Translation —© RACOM s.r.o.



Configuration Example

Radio protocol ?
» Radio protocol Base driven ¥

Station type Base -
= Mode CE hd
= Modulation type QAan b

Modulation rate [kbps] 83.33| 16DEQU =

FEC Off A

Remotes

CTs Repeater Protocol
Protocol addresses Modulation rate FEC ACK Retries retries Connection addr. Note Active

1 83.33 | 16DEQ Off v 3 3 Direct
e 83.33 | 16DEQ Off v 3 3 Direct & Repea
3 83.33 | 16DEQ Off v 3 3 Direct
4 83.33 | 16DEQY Off v 3 Behind Repeath 2
5 83.33 | 16DEQ Off v 3 Behind Repeat 2

Fig. 2.5: RipEX-Base Radio protocol details

Configure any Mode, Modulation type and rate, but keep the Mode and type the same within the whole
network.

NOTE:
The Modulation rates and other parameters can be different for remote units. Please see more details
in the Autospeed application note.

Configure all 5 remote RipEX units and focus on the “Connection” and “Repeater Protocol addr.”
columns.

* Protocol address 1 — Direct connection

* Protocol address 2 — Direct connection and configured as Repeater
* Protocol address 3 — Direct connection

* Protocol address 4 — Behind the Repeater #2

* Protocol address 5 — Behind the Repeater #2

There is no need for any Routing rules. As stated earlier everything is controlled by the Base station
by this Remotes’ table and BDP functionality. The Routing menu is empty.

NOTE:
Please see more details in the BDP application note.?

! http://www.racom.eu/eng/products/m/ripex/app/aspeed/index.html
2 http://www.racom.eu/eng/products/m/ripex/app/bdp/index.html
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Configuration Example

Time

Time NTP hd

Current Date&Time

Time source

Source IP

192.168.1.1 Delete

Minimum poling interval | 1 min. -
RIpEX Time zone (GMT +1:00) Central Europe
Daylight Saving Qn -

RipEX NTP server
State

Stratum
Delay [ms]
Jitter [ms]

-

Fig. 2.6: RipEX-Base NTP configuration

This central RipEX unit is synchronized via NTP protocol. The NTP server’s IP is 192.168.1.1, cellular
router MIDGE is used within this example.

NOTE:

Please see more NTP configuration details in MIDGE Manual’.

Check the RipEX NTP server state after applying the changes to see if it is already synced or not.

RipEX-Base is NOT configured with NAT functionality. NAT is set in all remote units for Modbus TCP
port 502 and NTP (UDP port 123). RipEX-Base does not require NAT for NTP synchronization, it uses
192.168.1.254 Source IP address for its request and the NTP server successfully replies to these re-
quests (no routing required, L2 layer accessibility).

Apply all the changes and configure remote units.

3 http://www.racom.eu/eng/products/m/midge1/web_conf.html#ntp
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Configuration Example

2.2. Remote RipEX Configurations

All remote RipEX units have the same configuration except:

¢ Unit name
« Radio IP address
* NAT rules (particular Radio IP is used)

Status Values from: RipEX2 LB 0.10.10.2 |
Wizards

settings Device ?
Routing Unit name RipEX2 Time NTP Alarm management | Default Meighbours&Statistics | Defautt

= Operating mode| | Router T | SnMP off Power management |Always On Graphs Default

Routing
Hot Standby off Firewsall & NAT WiFi On Management Default

Nomadic mode

VPN Radio ? ETH ? com ?
IPsec COoM1 COM 2
« Radio protocol Base driven P 192.168.169.169 Type RS232 v |Rsz32 -
GRE Station type Remote Mask 255.255.255.0 Baud rate [bps] | 19200 = [19200 -
Diagnostic P [ro.10102 DHCP off Data bits 8 = |8 -
) Mask 255.255.255.0 Shaping off Parity None < [None =
Neighbours
- = TX frequency 444.400.000 Speed Auto - Stop bits 1 1K -
Statistic = RX frequency 444.400.000 Modbus TCP Off idle [bytes] 5 5
Graphs = Channel spacing [kHz] | 25.0 - Terminal servers. off MRU [bytes] 1800 1600
Ping * Modulatin type oAl TCP proxy 2:: Flow control None ¥ |None -
RF power [W] 0.5 = ARP proxy & VLAN Protocaol None None
Monitoring = Optimization off hd
Maintenance = Encryption oft
QoS Off
= iU [bytes] 1500

Fig. 2.7: RipEX2 Settings

Common parameters for all remote units (blue):

Operating mode Router

Time NTP

Radio protocol Base driven

Station type Remote

Radio Mask 255.255.255.0 (default)

ETH IP/Mask 192.168.169.169 / 255.255.255.0 (default)

Unique parameters for particular RipEX unit (red):

Unit name RipEX2
Firewall & NAT NAT
Radio IP 10.10.10.2

The network is configured using Base driven Radio protocol. Set the Unit name, select the Router mode
and configure correct IP addresses.

© RACOM s.r.0. — RipEX Network Address and Port Translation 13



Configuration Example

Open the Radio protocol menu and configure the protocol details.

Radio protocol

= Radio protocol Basze driven =

Station type Remote -
= [lode CE -
= Modulation type QL& -

Protocol address mode | | Automatic -

Protocol address 2
ACK On -
Retries [Mo] 3

Fig. 2.8: Remote RipEX Radio protocol details

All remote units share completely the same BDP configuration.

Parameters:

Radio protocol Base driven
Station type Remote
Protocol address mode: Automatic

The Protocol address is automatically set based on the last Radio IP digit.

14 RipEX Network Address and Port Translation —© RACOM s.r.o.



Configuration Example

Time

Time NTP

Current Date&Time 2018-03-22 10:58:33
Time source NTP server =

Source IP

192.168.1.1

Winimum poling interval | 1 min. -

RipEX Time zone (GMT +1:00) Central Europe -
Daylight Saving On -

RipEX NTP server

State synced to serve

Stratum 4

Delay [ms]

Jitter [ms]

Lok ] |

Cancel | | Refresh |

Fig. 2.9: Remote RipEX NTP configuration

The NTP is configured in the same way as the Base unit. See the NAT configuration for differences.

Firewall & NAT

1P (L3)

MAC (L2)

Network Address and Port Translation

Off hd

Off hd

Source NAT
Source Destination Rewrite source to
Prot. 1P Mask Port P Mask Port Output interface 1P Port  Active
| uop 192.168.169.169/32  255.255.255.255 123 | 123 All 10.10.10.2 | Cd
Destination NAT
Source Destination Rewrite destination to
Prot. P Mask Port 1P Mask Port Input interface 1P Port  Active
TCP "1 0.10.10.2/32 255,255 255 255 502 All 182 168168170 v

Fig. 2.10: RipEX2 NAT configuration

Hote

Note

Turn on the NAT functionality and define one Source NAT and one Destination NAT rule.

Common Source NAT configuration for all remote units (blue):

Protocol
Source IP

Source Mask

ubP

192.168.169.169/32 (default Ethernet IP)

255.255.255.255

Delete A

© RACOM s.r.0. — RipEX Network Address and Port Translation
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Configuration Example

Source Port 123
Destination Port 123
Output interface All

Unique Source NAT configuration for particular remote RipEX (red):
Rewrite source to (IP) 10.10.10.2 (Radio IP)

The Source NAT changes the Source IP address for RipEX NTP requests — instead of Ethernet IP
(192.168.169.169), use the actual Radio IP (10.10.10.2).

Common Destination NAT configuration for all remote units (blue):

Protocol TCP

Destination Mask 255.255.255.255

Destination Port 502

Input interface All

Rewrite destination to (IP) 192.168.169.170 (connected RTU)

Unique Destination NAT configuration for particular remote RipEX (red):
Destination IP 10.10.10.2/32

The Destination NAT changes the Destination IP to 192.168.169.170, i.e. the RTU IP address (all
RTU’s within the network have the same IP address!). The change is done for Modbus TCP application
(TCP port 502).

Apply the changes in the Settings menu and configure other units as well.

Status Values from: RipEX2 SN 10.10.10.2 |
Wizards
Settings Interfaces ?
Routing Radio MAC [00:02A IP10.10.10.2 Mask 255.255.255.0
. ETH MAC [00:02:A IP|152.168.165.169 Mask 255.255.255.0
> Routing
Nomadic mode Routes 7
VPN Destination Mask Mode Gatevray Note Acti Modify
| Default Static 10.10.10.254 v Add
IPsec
7
GRE Backup 7
Alternative paths
Diagnostic Name PeerIP Hysteresis [s] SNMP Notification HW Alarm Qutput Gateway Policy Active Note Modify
Neighbours Add

Fig. 2.11: Routing of Remote RipEX units

Each remote RIpEX requires one routing rule. Either enable the Default route to Base Radio IP
10.10.10.254 or define a static rule for Destination 192.168.1.0/24 via 10.10.10.254 gateway.

The configuration is now complete. Test the functionality.

16 RipEX Network Address and Port Translation —© RACOM s.r.o.



Configuration Example

2.3. Functionality Verification and Troubleshooting

Source NAT (NTP) Verification

Check if RipEX is synchronized or not in the Settings — Device — Time menu.

Time ?

Time NTP -

Current Date&Time 2018-03-22 11:00:02

Time source NTP server =
Source IP
192.168.1.1 Delete Add
Minimum polling interval | 1 min. A
RipEX Time zone (GMT +1:00) Central Europe -
Daylight Saving On -

RIipEX NTP server
State synced to server

Stratum 4

Delay [ms] 609 435

Jitter [ms] 126.394

| oK | | Cancel | | Refresh |

Fig. 2.12: NTP Synchronization status

No matter if it is synchronized or not, go to the Base RipEX’s Diagnostic — Monitoring menu and run
the Monitoring of Radio and Ethernet interfaces as depicted in Figure 2.13. The Monitoring is started
by pressing the “Start” button.

© RACOM s.r.0. — RipEX Network Address and Port Translation 17



Configuration Example

Status Values from: RipEX-Base ?
Wizards
Settings Monitoring ?
Routing comM comz Internal hide params
Routing RADIO
Nomadic mode Rox | Tx |w Display HEX - Offset [bytes] 0 | Length [bytes] 0 |
VPN IP =rc|0.0.0.0/0 IP d=t|0.0.0.0/0 | Port src 123 Port dst| 123 | Include reverse
IPsec Protocol type: all TCP ICKP ARP Other
GRE Radio IP src | 0.0.0.0/0 Radio IP dst|0.0.0.0/0 Include reverse

Diagnnstic Headers Radic Link - Promizcuous mode | Off - Link Control Frames | Off - Other modes Corrupted frames v

Neighbours ETH
Statistic Dizplay | HEX - o | Length [bytes] 0 |
Graphs IP src|0.0.0.0:0 IP dst 0.0.0.0/0 Port src| 123 Port dst| 123 | Include reverse
Ping Protocol type: all TCP ICKP ARP Other
ETH Headers Off - Management traffic Off -

» Monitoring
Advanced parameters ~
Maintenance
Show time diff. File period: | 5 min - File size:| 100 kB -

15:32:25.657937 [ETH] IP 152.168.1.254.123 > 152.1658.1.1.123: NIPv4, Client, length 48
15:32:29.658891 [ETH] IP 1%2.168.1.1.123 » 152_168.1.254.123: NTPv4, Serwver, length 48
15:32:48.993820 [RF:phy:Bx] IPF 10.10.10.2.123 » 132.168.1.1.123: UDP, length 76, rs3s:48 dg:2ZZ
RLhead: 4880 0Zbb Ofab 3540 (({MC:BO) 10.10.10.2Z > 10.10.10.254 DATZ RTS: T:Z LN:53 Bp:- ni:y O£fr:0)
15:32:-45.994885 [ETH] IP 10.10.10.2_.123 » 1%2_168.1.1_123: NTPv4, Client, length 48

15:32:-45.5%%5822 [ETH] IP 1%2.168.1.1.123 » 10.10.10.2_.123: NTPv4, Server, length 48

15:32:45%.072585 [RF:phy:Tx] IPF 152_168.1.1.123 » 10.10.10.2.123: UDP, length 78

BLhead: 4860 O2ba 542b 5460 35 ({MC:BO) 10.10.10.254 > 10.10.10.2 DATA: T:2 IN:84 Rp-— nh:-y A:53)

Fig. 2.13: NTP traffic monitoring
The output example:

15:32:29.657937 [ETH] IP 192.168.1.254.123 > 192.168.1.1.123: NTPv4, Client, length 48
15:32:29.658891 [ETH] IP 192.168.1.1.123 > 192.168.1.254.123: NTPv4, Server, length 48

» NTP synchronization of RipEX-Base, NAT is not used of course

15:32:48.993820 [RF:phy:Rx] IP 10.10.10.2.123 > 192.168.1.1.123: UDP, length 76, rss:48 »
dq:222

RLhead: 4880 02bb Ofab 3540 ((MC:BO) 10.10.10.2 > 10.10.10.254 DATA RTS: T:2 LN:53 Rp:- »
nA:y Ofr:0)

15:32:48.994885 [ETH] IP 10.10.10.2.123 > 192.168.1.1.123: NTPv4, Client, length 48
15:32:48.995822 [ETH] IP 192.168.1.1.123 > 10.10.10.2.123: NTPv4, Server, length 48
15:32:49.072585 [RF:phy:Tx] IP 192.168.1.1.123 > 10.10.10.2.123: UDP, length 78

RLhead: 4860 02ba 542b 5460 35 ((MC:BO) 10.10.10.254 > 10.10.10.2 DATA: T:2 LN:84 Rp:- P
nA:y A:53)

» NTP request received on the Radio channel from 10.10.10.2 IP address (NAT worked)
* Radio Link header displays that the Radio IP destination is the Radio IP of Base (correct)
+ Data go via Ethernet and then NTP reply is transmitted back to 10.10.10.2

If you see any NTP request from 192.168.169.169 IP address, NAT is not configured correctly in remote
units. Or if you see a request from 10.10.10.254, NAT is configured in Base too (disable NAT in Base).

NOTE:
You can check the Radio interface monitoring in remote RipEX units as well.

18 RipEX Network Address and Port Translation —© RACOM s.r.o.



Configuration Example

Destination NAT (Modbus TCP) Verification

Start the Monitoring again, but change the required filters (TCP port 502).

Status Values from: RipEX-Base ?
Wizards
Settings Monitoring ?
Rnuting RADID v COM1 Comz ETH v Internal hide params
Routing RADIO
Nomadic mode Rox v Tx | w Display | HEX - Offset [bytes] 0 Length [bytes] 0

VPN IP src|0.0.0.040 IP dst|0.0.0.040 | Port src|0 Port dst 502 Include reverse v
IPsec Protocol type: all uop | TCP v | ICMP ARP Other
GRE Radio IP src|0.0.0.0/0 Radio IP dst|0.0.0.0/0 Include reverse
Diagnostic Headers Radio Link - Promiscuous mode | Off - Link Control Frames  Off - Other modes Corrupted frames |v
Neighbours ETH
Statistic Display HEX - o Length [bytes] 0
Graphs IP src|0.0.0.040 IP dst|0.0.0.0/0 | Port src|0 Port dst 502 Include reverse |v
pi Protocol type: all uoP |TCP vl ICKP ARP Other
ing
ETH Headers | Off - Management traffic Off -

> Monitoring

Maintenance

Advanced parameters «

Show time diff. File period: | 5 min - File gize:| 100 kB -
15:55:27.283192 [RF:phy:Bx] IP 10.10.10.2_502 » 152 _168.1.100.57010: TCP, length 53, rss3:48 dg:20& ~
RLhead: 4830 02bb Ofsb 5d40 ((MC:BO) 10.10.10.2 > 10.10.10.254 DATA RTS: T:2 LN:157 Bp:— nR:y Ofr:d)

15:55:27.28404% [ETH] IP 10.10.10.%.502 > 152.168.1.100.57010: Flags [P.],
974966233, win 252, length 11

15:55:27_334238 [ETH] IP 152.168.1.100.57010 > 10.10.10.2.502: Flags [.], ack 11, win 315, length 0

15:55:27_358504 [RF:phy:Tx] IP 152.163.1.100.57010 > 10.10.10.2.502: TCP, length 42

RLhead: 4860 02ba 542b 1860 9d ((MC:B0) 10.10.10.254 > 10.10.10.2 DATA: T:2 LN:24 Bp:- nA:y B:157)

seq 2938565016:2338565027, ack

15:55:28.134734 [ETH] IF 152_168.1.100.57010 > 10.10.10.Z.502Z: Flags [F.], seg 1:13, ack 11, win 315, length 12
15:55:28.1681591 [RF:phy:Tx] IP 1%2.168.1.100.57010 > 10.10.10.2.502: TCP, length 54

RLhead: 4860 02ba 542k 1360 34 ((MC:BO) 10.10.10.254 » 10.10.10.2 DATA: T:Z LN:25 Bp:— mA:y A:157)
15:55:28.251811 [RF:phy:Bx] IP 10.10.10.2_502 » 152 _.168.1.100.57010: TCP, length 53, rss:435 dg:20&

RLhead: 4880 02Zbb Ofab Se40 ((MC:BO) 10.10.10.Z > 10.10.10.254 DATA RTS: T:Z LN:158 Bp:— nA:y Ofr:0)
15:55:28.252668 [ETH] IP 10.10.10.2.502 > 152.168.1.100.57010: Flags [P.], seqg 11:22, ack 13, win 252, length 11

Fig. 2.14: Modbus TCP monitoring

Notice the “Include reverse” check box. This option enables monitoring of data having TCP port 502
used as Source or Destination.

The output example:

15:55:28.134734 [ETH] IP 192.168.1.100.57010 > 10.10.10.2.502: Flags [P.], seq 1:13, ack »
11, win 315, length 12

15:55:28.168191 [RF:phy:Tx] IP 192.168.1.100.57010 > 10.10.10.2.502: TCP, length 54
RLhead: 4860 02ba 542b 1960 9d ((MC:BO) 10.10.10.254 > 10.10.10.2 DATA: T:2 LN:25 Rp:- »
nA:y A:157)

15:55:28.251811 [RF:phy:Rx] IP 10.10.10.2.502 > 192.168.1.100.57010: TCP, length 53, rss:49 »
dqg:206

RLhead: 4880 02bb Ofab 9%e40 ((MC:BO) 10.10.10.2 > 10.10.10.254 DATA RTS: T:2 LN:158 Rp:- P
nA:y Ofr:0)

15:55:28.252668 [ETH] IP 10.10.10.2.502 > 192.168.1.100.57010: Flags [P.], seq 11:22, ack »
13, win 252, length 11

Four packets are inspected. The first one is Modbus TCP request from the SCADA Center to 10.10.10.2
remote RipEX and this packet is sent out via Radio channel. Other two packets are the Modbus TCP
reply received on the Radio channel and sent out via Ethernet to SCADA Center.
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We can only “believe”, NAT is working correctly. You can check it in your application, but the NAT
functionality is more easily visible in the remote RipEX. Run the same Monitoring capture in remote
RipEX unit.

The output example:

16:06:58.290274 [RF:phy:Rx] IP 192.168.1.100.57010 > 10.10.10.2.502: TCP, length 54, rss:48 »
dqg:206

RLhead: 4860 02ba 542b a9%960 79 ((MC:BO) 10.10.10.254 > 10.10.10.2 DATA: T:2 LN:169 Rp:- »
nA:y A:121)

16:06:58.291212 [ETH] IP 192.168.1.100.57010 > 192.168.169.170.502: Flags [P.], seq W
974974513:974974525, ack 2938572617, win 381, length 12

16:06:58.292021 [ETH] IP 192.168.169.170.502 > 192.168.1.100.57010: Flags [P.], seq 1:12, »
ack 12, win 254, length 11

16:06:58.361105 [RF:phy:Tx] IP 10.10.10.2.502 > 192.168.1.100.57010: TCP, length 53
RLhead: 4880 02bb 0fab 7a41 ((MC:B0) 10.10.10.2 > 10.10.10.254 DATA RTS: T:2 LN:122 Rp:- »
nA:y Ofr:1)

In the above monitoring, RipEX received data on the Radio channel with destination IP addres 10.10.10.2
(and TCP port 502). On the Ethernet, the destination IP is 192.168.169.170 because of NAT translation.
The port is the same. Modbus TCP reply is captured on two interfaces (ETH, Radio). Notice the NAT
rule works for the opposite direction as well.

NOTE:
It is better to access remote RipEX locally (e.g. via USB/ETH adapter) or save the Monitoring into a
file and read it afterwards in a text editor. Remote monitoring can overload the Radio channel.

Applying configuration changes in NAT menu causes a reboot of RipEX unit — keep this in mind.
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CLI Commands

3. CLI Commands

CLI interface (Command Line Interface) is an alternative to web access. You can work with the CLI

interface in text mode using an appropriate client, either SSH (putty) or Telnet.

Please see more details in RipEX Manual’.
See the NAT CLI commands:

» cli_cnf_show_device fwnat
display firewall and NAT configuration

CLI (admin):~$ cli cnf show device fwnat
Firewall mode: Off (f)

MAC filter mode: Off (f)

NAT enable: On (n)

MAC filter policy: Blacklist (D)

+ cli_cnf_show_device_fwnat_snat
display Source NAT table

CLI(admin):~$ cli cnf show device fwnat snat

Source NAT:

1. Protocol: UDP (u)

Source IP address: 192.168.169.169 Source IP mask: 32
Source IP port: 123 Source IP port interval: 1

Destination IP address: 0.0.0.0 Destination IP mask: 0
Destination IP port: 123 Destination IP port interval: 1

Output interface: All (a) SNAT rewrite source IP to: 10.10.10.2
SNAT rewrite source port to: 0 Item active: On (n) Table note:

* cli_cnf_show_device fwnat dnat
display Destination NAT table

CLI (admin) :~$ cli cnf show device fwnat dnat
Destination NAT:
1. Protocol: TCP (t)

Source IP address: 0.0.0.0 Source IP mask: 0

Source IP port: 0 Source IP port interval: 1

Destination IP address: 10.10.10.2 Destination IP mask: 32

Destination IP port: 502 Destination IP port interval: 1

Input interface: All (a) DNAT rewrite destination IP to: 192.168.169.170
DNAT rewrite destination port to: 0 Item active: On (n) Table note:

» cli_cnf_set device fwnat
change firewall and NAT configuration

CLI(admin):~$ cli cnf set device fwnat -nat-enable n
Starting new update. Updated values:

Firewall mode: Off (f)

MAC filter mode: Off (f)

! http://www.racom.eu/eng/products/m/ripex/cli-conf.html
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NAT enable: On (n)
MAC filter policy: Blacklist (D)

Please select action (save, apply, cancel):

apply

cli cnf set device fwnat: Confiquration update accepted, starting to perform.
Estimated time to finish: 63000 ms.

cli cnf set device fwnat: Restart is planned, you will be disconnected.

* cli_cnf _set device fwnat snat
change Source NAT table

» cli_cnf_set device fwnat _dnat
change Destination NAT table

Run the CLI command with -h parameter for particular command options.
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Revision History

Appendix A. Revision History

Revision 1.0 2018-04-10
First issue
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